
I;cflaal Statcapcifl

I. BANKA1 LANTIC isa FederalStockSa~ingsBankandas~holy-ovnedsubsidiary

~:BANKA fLANTK’ BANCORP. INC . a pubhclv held financial ~rstitution.tradedon the Ne’t~

York Stock Exchange

2. BankAtlantic is a linancial institation’ as defined in 31 U.S.C § 5312(aX2). a

bank” asdefined in 31 C.F.R. § 103.11(c):andan insured depository institution~asdefined in

section3(cX2)ofthe FederalDepositInsuranceAct (12U.S.C. § 1813(cX2)).

3 BantAtlantic is su~jectto oveisightand regulation by the Office of Thrift

Si.penision (-OTr)

Th~Bank SecrecyAct t’BSAD. 31 1’ S.C. § 5311 et seq.. and its implementing

regalatons.~~hicbCongressenacteJto addressan increasein criminal moneylaundering activities

utii,inv ‘i,iancua institutions. require domesticbanks.insureabanksandother linancial institutions

to maintainprogra~nsdesigneato detectand reportsuspiciousacthit> that might be rndicati~~of

money laundering,terrorist financing andother financial crimes,and tomwntaincertaai rea.rdswit

file reports relatedtheretothatareespecialhusefulin criminal, tax or regulatory ii:vesbpationstr

pruceedings

5 The U.S. Departmentof Justice. CñminalDisiston. AssetForfeiture and Money

Launderi ~gSeaion( AFTsILS”). andthe U.S. Dreg Enforcement Administration (“DEA”). ha~e

Jeternanedthat from June 1997 through April 2004. BankAtlantic %iolated the anti-mime>

Iaandering and saspicious actititv reporting requirementsof the Bank Secrity Act ana its

imp:ec’e’fli:l~’ ‘eptSaons ite ‘ilo ation a’ Bankkt:’in ic sseresenousand sisternic andaiiowed

“.01’S 0. UOi’tt.~I sus~ciu4s:v.aIlc~a:auisactk’n4throughBwitAtlant~cgithout detectionm
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Ban~A~ari6c~ncwd~ngthe deposi. and tran~erat more than SI)) m.lhon in suspecteddrug

proceedsoriginating from ~ S. underco\er law enforcementoperatons. Millions of dollars in

suspiciousfinancial transact~onswere executedat BankAtlantic by unlicencedforeign mone)

ser~ice businesses(‘MSBs”). main doing businessb\ and through offshoreshell corporations.

withoutdetectionor re~iew by BankAtlantic.

Summary

6 BankAtlantic’s primarymarket.SouthFlorida, is designatedboth aHigh Intensity

Mone~LaunderingandRelatedFinancialCrimeAreaanda High Intensity Drug Trafficking Area.

OnebranchoftheBankcateredto high income/networth clientsincludingmanynonresidentaliens.

ohsnorebusinesses,consulatesandpolitically exposedpersonsaboutwhich BankAtlantichadnot

safhc~en1l\ualhciedor anl~~edinformation. The Bank .~aeoaraphcIouat:on,potanna!hlagh r.sk

customersandproduct:inesandfondstransferoperotionsrequiredmeasuresto control ihe n,’~of

moneyLaunder.naandotnerfinancial crimes. L)espitetheheightenedrisk. BankAtlanticconducted

businesswithout eiTecti~es\stemsandcontrols,as appropriateandpractical.to detectandtimeR

report suspiciousactivit\. Ineffective internal controls. ineffecti’.e independenttesting. and

ineffective correcti~eactionsto ad\erseaudit findings led. in turn. to a failure on the part ol

BankAtlanticto timeR reportsuspicioustransactionsandafailure on the partof BankAt,anticto

adeqaate~\pre\ent the useof the bankfor illicit moneylaunderingpurposes.

~win the Mone Trail

7 This in~estigationonginail\ tocusedon acu\diesof professionalmone\ ~aunderers

operat~rg .r ~n~’t a ted Statesand Sooth \.menca As part UI’ the in~estigat~ononderco\er DEA
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agentsposedas professionalmoneylaundererswho wereableto launderdrug proceedsfor drug

traffickers basedin Colombia.SouthAmerica.

8. Theundercoveragentswouldenterinto agreementswith thedrugtraffickersto pick

up a certainamountof suspecteddrug proceedsthat the traffickers hadaccumulatedin the United

Statesand to deposit thoseproceedsinto the U.S. financial system. On each occasion.the

undercoveragentscontacteda money courier, who worked for the drug trafficker and was in

nossessionof suspecteddrugproceeds.arid exchangedacodeword providedby thedrugtraffickers.

The undercoveragentsthen met with the moneycourier in a busy public place.suchasaparking

lot, hotel, or shoppingcenter. At the meeting.without exchangingany personalirifom~iation.the

moneycourierhandedtheundercoveragenta bag.suitcaseorbriefcasecontainingsuspecteddrug

dollars. in amountsrangingfrom$150,000to $500.000.andusuallyconsistingofIon denomination

hills ($Ss.SlOs.and$20s), Theagentsthendepositedthesuspecteddrugdollars into an undercover

DIEA hank accountandawaited instructionsfrom themoneybrokers. Usually, themoneybrokers

would senda facsimileto theagents.providingwire transferinstructionsfor the money.

0. Upon reviewof the wire transferinstructionsreceivedfrom the professionalmoney

launderersidentified during the investigation,as well as otheraccountscontrolledby themoney

launderers.it wasnotedthatmorethan$7 million of suspecteddrug moneywas wire transferredto

ahandful of accountsat BankAtlantic. The recipientaccountsat BankAtlantic wereall managed

by asingle BankAtianticbranchmanager(the “Account Manager”).

~ed Accountsat Ban~tlan~c

10. The accountsat BankAtlantic thathadreceivedsuspecteddrug proceedsor were
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relatedto thoseaccoontswerere~iewedandanal\fed by law enforcement.aswell asotheraccounts

managedby the suspectAccount Manager This re~iewled to the identification ol’a nambera)

accountsat BankAtlanticthat weresuspectedof being usedto launderdrug mone\ (hereinafter

referredto asthe“TargetedAccounts”). Uponre~iew oftheaccountactivity, theTargetedAccounts

demonstratedoo\ious “red flags” thatshouldha~eput BankAtlanticon noticeof an increasedrisk

olmonexlaundering.Howe\ er.prior to this investigation,BankAtlanticdid not identify andreport

thesuspiciousactivit\ occurringin theTargetedAccounts,asrequiredby the BankSecrec\Act and

~tsimplementingregulations.

Surnrna~~ofActMty.k~~

‘I he l’argeted .Accoudsat BankAtlanticv crc characterizedh\ tno t\ pesof acti\ it\

trial snoa;dna~ebeenieadd\ .dentfiedas suspiciousa,~dreportedby Baru’.Aflaniic first flh)st O~

theaccountsshowedahigh olumeolincomingandout~’oingwire tunis)~ris from anoa~diiestic

and internationalaccountsheldin thenamesofunrelatedindividualsandcorporations:andsecond

the accountsshowedahigh ~olumeof checkstructuringacB~itv.

12. Tvpicall~,theTargetedAccountswouldreceiveincomingwire transfersfromvarious

domesticand internationalaccounts. The TargetedAccountswould in turn sendwire transfers

and1or checksto anotherentireh’ unrelatedgroup of indi\ iduals and corporations. Many of the

outroing fundstransfersweresentto domesticexportersof noodsto SouthAmericaor to sri\ rugs

two lfl\ estrnentaccountsheld in the t nited Statesat other financial institutionsb~nounresident

anens( ‘NRAs”) Enis t\ oe Oi fundstransferacti~itv is consistentwith what iS commonl\ referred

a the ~awenforcementanu nankingcommon~t,esas the ‘ Black Market PesoExchange”(see
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Attachment_Afora detailedexplanationof the “BMPE”). it was determinedthat in practicethe

TargetedAccountswereusedainiostexclusivelyto receiveandtransmitfundstoandfrom unrelated

th~rdpartiesifl a mannerinconsistentwith thestatedbusinessor personalpurposeof the accounts.

i 3. Theothercharacteristicof theTargetedAccountswas thedepositof sequentialand

otherwisestructuredchecksfromhundredsof sourcesunaffiliatedwith theaccountowner. U.S.law

enforcementagenciesand financial institutionshavelong understoodthat BMPE moneybrokers

frequent1~~controldozens,sometimeshundreds,of checkingaccountsin the UnitedStates. These

accountsareheld in the namesof unrelatedindividuals. Colombianand otherSouthAmerican

mone\ brokers.in addition to openingaccountsin their own namesandin the namesof offshore

shell corporationslhe\’ control,frequentlyrecruitpersonsto opencheckingaccountsfor themin the

United States Oncethe accountis opened.the recruitedpersonwill endorseC\ cry blank check

receivedataccountopeningandturn the signedblank checksoverto themoneybroker t)sinif this

technique.themoneybrokercan easii\ obtaincontrol overdozensof checkingaccountsthat can he

used for the temporai~’receiptof drug.proceeds.Oncethemoneybrokersellsthosedrug dollarsto

Colombianimportersor investors.or othermoneybrokers.the moneybrokercan transferthe funds

simply by writing a checkto thecustomer.or as otherwisedirectedby the customer.

14. Someof the TargetedAccountsat BankAtlanticreceivedthousandsol’such checks

through“pouchdeposits”madeby couriersarrivingfrom SouthAmerica.addressedanddelivered

to the AccountManager. An analysisof pouchdeposits’ into onesuchaccountrevealedthat over

the courseof four years.morethan4.000checkswere depositedin such manner.whereinmost

checkswerewritten from only a handful of originatoraccounts. Many of the originatoraccounts
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wereusedfor sw eralyears,with sequentialcheckdepositscoveringe~en. checkissuedagainstthe

originatoraccount.startingw’ith checknumber100.thenproceedingthroughmonths,or e~enyears,

to checknumbers101. 102, 103. etc ,eachwritten in largerounddollar amounts.t\ picalI~between

$77))))) and$1 5,0(h) t pon detailedexaminationat’ the checks,the faceof the checksfrequentl\

re~ealthat in warn cases.the signature.the dollar amount.and the pa\eeinformationwereeach

written n differenthandwriting with different ini~~.

is. The TargetedAccountsincludedthe following characteristicswhich shouldha\e

raisedred Ilags at BankAtlantic:

a. Accounts controlled by NRA’s, but held in the nameof offshore shell

corporations.particularl\ “bearer share” corporations,which are easil\

incorporatedin suchjurisdictions as the British ‘Virgin Islands.

b. Accountscontrolledby domesticbusinessesthat sell or export goodsto

South American customers.hut generally recei~epa\went from United

Statessources.

c. Foreign MSBs that were determinedto be unlicensed. Foreign MSBs

operat~ngb\ andthroughhank accountsin the United Stalesmust compl\

w Wi the dcensingrequirementsofthestalewherethe\ maintaintheir bank

account,as well as an~applicable licensing requirementsin their host

country Many states.including Florida,publisha list oflicensedMSBson

the Internet. Many foreign countries, including Colombia. do the same

“Unlicensed”generall\ meansunregulated.Domesticfinancial institutions

should~erif\ that foreignMSB customersha~ecompliedwith the licensing

requirementsof their applicablejurisdictions, and he satisfiedwith the

foreign MSB’s own antUmonev laundering (“AML”) and know’your~

customer(“KYC”) policies,proceduresandcontrols.

d lndi\ idual accountsheldb\ NRAs andU.S. residentsbeingusedto transmit
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.‘unds for ~,nirealedpersons These accountsare easil\ identified bs

numerousunrelatedsourcesof incominuandoutgoingtransfersby checkand

sUre lndisidualsoperatingsuchaccountsmas he consideredto be MSBs

andma\ be subiectto the licensingrequirements

e. Foreign MSBs licensed operating by and through offshore shell

corporations.SeseralBankAtlanticNRA customersoperatedMSB accounts.

but maintainedthe accountsin the nameof offshore shell corporations.

Account documentation established that the customers informed

BankAtlantic. and that BankAtlantic personnel understood.that the

customerswerelicensedforeign MSBs, but wereoperatingin the nameof

offshore shell corporations to asaid “restrictise” foreign laws and

regulations.An~foreignpersonor entity openinga domesticaccountin a

marmtri des4gnedto as aid foreign laws arid regulations.or in a mannerthat

maKes.t d~fficrot to traceaccounttransactionsto thehariefcia assnan.shari r!

1 mmednatered flags for the domestichank mtnntainunns nan accorm

‘l’ra:isparencs ~sessentia.for proper renualiani of \‘lSBs arid uris such

businessseekingsecrecyandconlidentialits shouldbeshacpi\ scrutinized

BankAtlantic’ s Failure_toldenti~~d~p~t
~iousActivi~inTaretedAccounts

6. As noted,mostof the TargetedAccountsweremanagedby asingleBankAtlantic

employee,the AccountManager.who was a BankAtlanticbranchmanager.Thereis no question

that the.Account Managerreceisedadequate.AML and BSA training: theAccotint Managerwas

ssell.~sersedand educatedin moneylaunderingtechniquesand risks, including the Black Market

PesoExchange.as well asthereportingrequirementsof theBank Secrec\Act andits implementing

~,, wat.en~ l’nc Accaun, \Iannaneraas aRc sen. experiencedin ~nternationalpn sate banking

‘entt~onsa.psandsen.ad on acr~t~ca~anti mane\~aunuer’ngcommitteeorganizedb~BankAtlantic
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I 7. At the sametime. the Account Managerwas intimately familiar with the South

Americanas.’vnersof theTargetedAccounts.hr.ving persona.ilyhandledmostof their majoraccount

transactionsfor severalyears. [he .AccountManagerspentasignificantamountof time discussing

theTargetedAccountsandthetransactionsss ith the owners,andsvasintimately familiar ssith the

natureof the owners’ businesses.Thus.the AccountManagerwas anarethat the SouthAmerican

ownersofthe accountswereopeningandcontrollingthe accountsby andthroughtheuseoI’offshore

shellcorporations.TheAccountManagerunderstoodthatthis arrangementwasdesignedto avoid

“restrictive” SouthAmerican law.’s andregulations.particularly with respectto foreign currency

exchangehouses(casasdecambios).

1 8. .Although the Account Manager personally handled most of the suspicious

transactionssummarizedabove.including the receiptof hundredsof pouchdepositsconitwiung

sedluenlial’ and strr..rct.uredchecks,the Account Managerfa.i.ied to take ann’ action to report the

suspic~ousactnsmy, as requiredb\ the Bank SecrecyAct

19. In 2002.BankAtlantic madea policy decision to closeall MSB accountsheld at

BankAtlantic becauseat’ the high risks and costsassociatedwith suchaccounts The Account

Manageractively participatedin developingthe bank’s programto identify and closeall MSB

accounts.Someof the TargetedAccountswereMSBsunderthe Account Manager’ssupervision.

The Account Manager closed the MSB Targeted Accounts. as directed by Bank.Atlantic

management.hut not beforethe AccountManageropenednew accountsfor the SouthAmerican

ow’nersof the accountsunderdifferentaccountnames. TheseTargetedAccountssvereoriginally

held undercorporatenames.hut the .AccountManageropenedthe nesv“spin off accounts”under
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individual names. The accountactivity in the spin off accountsremainedlargely identical to the

activity in thepres’iousaccounts,yet the AccountManagercontinuedto fail to report theactivity.

indeed,soonaftertheysvereopened.the spin off accountsbeganreceivingmoneyoriginatingfrom

U.S. undercoverlass enforcementoperations.

20, AlthoughtheAccountManagerfailed to reportthesuspiciousactisit~’in theTargeted

Accounts.andnn fact concealedEtcts from bankmanagement,the bank failed in its responsibility

to maintainthe requiredandnecessaryproceduresandsystemsto independentlyidentifx andreport

suspiciousactivity. SeriousandsystemicAML andBSA compliancefailuresexisteduncon’ected

at BankAllanticfor severalyears.

Anti Money Laundering Program Requirements

21. Pursuantto Title 31, UnitedStatesCode,Section531 St’h)(l) and 12 C.F.R.

§563, 1 77(c).BankAilanticwasrequiredto establishandmaintainan antrimoneylaundering(AME)

complianceprogramthat. at aminimum: (a) pros.idesinternal policies,procedures.andcontrols

designedto guard against money knundering: (h) provides for an individual or individuals to

coordinatearid monitorday~to~da~compliancewith theBSA andAML requirements:(c) provides

foran ongoing.employeetrainingprogram:and(d) providesfor independenttesting for compliance

conductedby bank personnelor an outsideparty.

22. BankAtlanticwas requiredpursuantto 31 U.S.C. § 5318(g).31 C.F.R, § 103. 18. and

12 C.F.R. § 563.177and § S63.18010file with the DepartmentofTreasun’a SuspiciousActisit~

Report(“SAR”). in accordancesvith the form’s instructions.svhenit detectedthe typeof activity

describedabovein paragraphs11 through20. The requirementbecameetlectiveon
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April 1. 1996. Accordingtotheform’s instructions.BankAtlanticwasrequiredtofiieaSARwith

the Departmentof Treasurs”sFinancialCrimesEnforcementNetwork (“FinCEN”) no later than

thirty (30) calendardaysafterthedateofinitial detectionof factsthat mighthaveconstitutedabasis

for filing a SAR.

23. BankAtIanticis requiredpursuantto 31 C.F.R. § 103.18,whichbecameeffectiveon

April 1. 1996. to report am transactionconductedor attemptedby. at. or throughthebank, if it

insolvedor aggregatedatleast$5,000in fundsor otherassets,andthebankknew.suspected.or had

reasonto suspectthat:

(i) The ~ransactioninvolsed fundsderivedfrom illegal actis’ities or ssasintended

or conductedin order to hide or disguise funds or assetsderived ‘from illegal

activities(including,without inmitation.the ownership.nature.source.location.or

control of suchfunds or assets)as part of a planto violate or esadaann federal I an

or regulationor to avoid ann’ transactionreporting,requirementunderfederal Ian or

regulation.

(ii) The transactionsvasdesignedto evadeany requirementspromulgatedunderthe

Bank SecrecyAct.

(iii) Thetransactionhadno businessor apparent lawful purposeor wasnot thesort

in svhich the particular customerwould normally be expectedto engage,and the

bank knew’ of no reasonableexplanationfor the transactionafter examining the

availablefacts.including the backgroundandpossiblepurposeof the transaction.

K~.QWYourCustomerR,~qjiirement

24. 0Th has ads•’ised~its memherbanks.including BankAtiantic.thatan effectiveKYC

piogra.mshouldin.corporatethe foll’os.ving principlesinto theassociatiOn’sbusinesspractices:

See01’S Co.,rppjj,o~nceActivities 400,5(Dec. i 999).
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a. l)eterm.inethe true identity of all customersrequestingservices:

b. Determinethe customer’ssource(s)of fundsl’or transactions:

c. E)eterm.inet.he particularcustomer’snormal andcxpectedtransactions:

d. Monitor customertransactionsto determineif theyare consistentsvith the

normalandexpectedtransactionsfor that customeror for similarcategories

or classesof customers:

e. Identify customertransactionsthat do not appearto be consistentwith

normal and expected transactionsfor that particular customer or for

customersin similar categoriesor classes:and

f. Determineif a transactionis unusualor suspiciousand. if so. reportthose

transactions.

BankAflantic’s BSAPro~ra~,F~ilures

2S, Aithounh BankAtlantic’s Board of Directorsformally ap1.)ro\ad a EYE nancy iri

Februan 1)1)9 httnik records cv idence that through 2004. this pa1ncy ssas inot eI’l’ccti oh

implementedor enforced. in 2002.BankAtlanuic’sinternalauditorsadsised bankmanagementthat

bankemployeessverefEiirntg to adequatelycollectKYC info~ationinn ss’riting.atthebankbranches.

Theauditorsfound that bankemployeeswouldgenerallydiscussKYC informationwith customers

during theaccountopeningprocess,but failed to reducesuchinformationto writing or conductthe

KYC processin a systematicmanner. Little secondaryreview’ of customerKYC informationsvas

conductedto corroboratethe informationor ensurethat it was complete.adequateor reliable.

26. Despite enactmentof the PATRIOT Act in 2001. which included additional

mandatoi~KYC requirements(pursuant to implementing regulation 3 1 CF.R § 103. 121),

BankAtlantic failed to correct the long~~standingdeficiencies in violation of 31 C.F.R. §

103.)2] (b)(2)(iEA)(4)(i) and 31 C.F.R. § 103. 121. (b)(2)(iriB),
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~

27. Federal financial institution regulaton’ agencies,including OTS. have advised

financial institutionsthat the natureandextentof their KYC andAML programdependsupon the

risks associated s.vith~the particular institution and its financial products. With respect to

BankAtiantic’s operationalpral’ile. products.servicesand geographiclocation in SouthFlorida,

thereis an inherenthigher risk of moneylaunderingthatrequiresenhancedanthmone controlsand

customerduediligencewhenproviding internationalprivatebankingservices.

28 BankAtlantic’s own experiencewith high’i’isk banking began in 1995, when

BankAtlantic acquiredMiami”basedMegaBank. Shortly after the acquisition. BankAtlantic’s

internalauditcontrolsidentifiedsuspiciousactivity within the MegaBankinternationaloperations.

Upon detecting the suspiciousactivity. BankAtlantic immediately notified lass’ enforcement.

BankAtlanticfull\ cooperatedsvith the FederalBureauof Investigation,the‘U.S. CustomsService,

andthe U.S. Attorney for the SouthernDistrict of Floridain a long..terminvestigationthatexposed

hundredsat’ formen~Meg.aBankaccountsat BankAtiantic that weresuspectedol’ being used by

mone\ brokersoperatingout ol’Colombiatolaunderdrugmoney. Lawenforcementdiscoveredthat

hundredsof the accounts(acquiredin connectionsvith the MegaBankacquisition)sverebeingused

by Colombianmoneyiaurnderersto depositproceedsfi’om thesaleof illegal narcotics. Mostof the

drug moneydepositedinto theseaccountswas sentthroughpouchdeposits.madeby independent

couriersarriying from Colombia. The moneylaunderinginvestigationconcludedin 1996 svith the

seizureof thesuspectaccountsby law enforcementandtheindictmentandsubsequentconsiction

of formerMegaBankemployees.
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29 FhroughouttheMegaBankinvestigation.BankAtIant~c’s cooperationandassistance

with tan enforcementwas exemplars’. Further.attheconclusionol’the insesttgatnon.BankAtlantic

informedlass enforcementthatit ssasclosingthe MegaBankinternationalbankingoperation. And

in fact. BankAtlanticappearedto follow throughwith that statedintent,by ph\’sicalh’ closingthe

branchwherethe MegaBankinternationaloperation was conducted.

30. AlthoughBankAtlantichadin factcloseddowntheMegaBankinternationalbanking

operationin 1996 it openeda new branchin Miami in .997 which cateredin part to international

high niconie r~e1ssorth ciients,someol~sshich ssore nlierenlly nigh risk cIient~.This nessbranch

was managedta a shiglehank empla\cc. the ahose mentioned.AccountManager.ands~as gis en

the nameInternational PnisateBanking

3 1. Aihough l3anaAtlantic’spr:satehankU1’ departmentaauldriot iodas bec,nb,ecnto

the enhanceddue diligencerequirementsof Section 3 12 of me USA PATRIO’l’ Ant t necausethe

bankdid not requirea $1 million minimumbalancefor theaccounts).Federalregulatorsbasefor

mans s earscounseledbanksto useextremecaution inn maintaininga pusate bankingoperation.

Becauseof the higher risk of money laundering associatedwith such accounts.and the close

relationshipbetweenpbsatebankingcustomersandthe “relationshipmanagers.”regulatorshase

urgedbanksto exerciseincreaseddiligenceto monitorprivatebankingtransactions.independent

at’ the prisate hantangdepartment For example.on June30, .997 the FederalReserse issued

S~1penshors I.etterSR 97 19 (SUP). sshichoutlined the essentialelementsassociatedwith sound

ute oa;r?., in oct .tes to : actode.

a genient Osersjg,ht Actise asersight bs senior management senion

managementmastbeproactiscnn aserseeingcomplrancessAn corporatepr cesand
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praceaunes

b. PoliciesandProcedures.Privatebanking.shouldhaseits osvnwritten KYC policies

and proceduresthat identifies the customer, the sourceof s.•veaith and lines of

business,references.referrals: and systemsin place to identifs’ red flags and

suspicioustransactions.

c. Ris~~einenj,~rpçticesand Monitorin,~’stems.Privatebankingdepartments

should retain documentationon their clients, and exercise due diligence to

corroborateinformationprovidedby the customer,including beneficialownership

information by offshoreentities: bank’s must maintain independentmonitoring

systemsto allowthebankto analyzeandmanagetheprivatebankingdepartmentand

monitoraccountsfor suspiciousactivities.

d. ~,,qg~eoationof Duties.Co.rp~~ance.andAudit. Banksmusthavean effectivesystem

at’ oversight by senior managersand hoard committees.as well as guidelines

requiringsegreg.ationot”dutiesto re~ant theunauthoni,edss ntis en o~docnimentation

ren:rrnrements.poarl~documentedretCrrals,and as er]aokedsuspiciousacm nties

Stnorn~complianceandinternal audit programsareessential.

.BannkAtlantic’sregulator.OTS.haspublishedsimilar guidelines.5

32. BankAtlantic failed to effectively addressthesecritical AML and KYC areas.

Banl’nAtlantic managementfailed to manageprivate banking as a separateand uniqueentity and

actis.’hy or overseeprivatebanking’scompliancesvith BankAtlanticpoliciesandprocedures.Nearly

the entire portfolio of private banking accountssvas i’nanagedexclusively by a single officer.

Although seniormanagersoutsideof privatebankingwere availableto resolvespecificproblems

broughtto their attention,insufficientsupervisionor controlsvasprovided. Managementreportsand

summariestinovided bottom line statisticsreflecting loss cost depositgnasvth.hut most private

See.e.~.OTS Trust Actis ties Flandhaok.Sectnon740(July 2001).



UnitedStatesv. BankAtlantic
Statementof Facts

bankingdataw’asmergedwith non’~pris’atebankingactivity andwasnot independentlyreviess’edand

monitoredby managementor internalauditors.

33. From 1997 to 2004.privatebankingoperationsssereauditedjust oncein year200()

by BankAtl~anticinternal auditors. but es••1enthen. without ann transactionaltesting or review for

AML and BSA complianceconcerns. (.‘onsequentlv.BankAtlantic’s private banking operation

t’unictianed ss’~thoutcomprehensiveprocedures.reviesvs,and internal controls addressingrisks

assocnatedsUth theseclients.

Monj~rinof$,~jçious Transactions

34, BankAtlanticfailed to use KYC information, or any otherprofile information,to

monitoraccounttransactions.oneof themajorpurposesof the KYC datacollectioneffort. Many

of the TargetedAccounts discussedabovewere the subjectof SARs filed by other financial

institutions,whichgenerallyhan’dledcorrespondenttransactionsto andfrom theTargetedAccounts.

Thesefinancial institutionswere filing SARs on transactionsaffecting the TargetedAccounts,

usually reportrng a patterrn at’ suspicious international svire transl’ers to and from offshore

corporations,particularly moneyservicebusinessesbasedin SouthAmericaand other high~nisk

jurisdictions.andi~ndividualslocatedin SouthFloridaby andthroughtheTargetedAccounts.These

bankstypically employedadvancedanti~~monevlaunderingsoftsvareprogramsthate~aiuaterisk by

the typeof entity involved,the geographicallocationof the entity. and the natureof the financial

transactionin question.amongotherfactors.

35. With respectto eachof the TargetedAccounts,no SARssvere filed, norsvaslass

enforcementatherss’isenotified, until svell after this investigation becameknown to bank
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management. Through 2004. BankAtiantic had limited ability to systematically monitor a

customer’stransactionsfor moneylaunderingor othercriminal activities. Branchempla\’eeswere

generallytrained to identify andreportsuspiciousactivity, but BankAtlantichad little ability to

identif’ suspiciousactis’ity not directly observedand reportedby an individual branchemployee.

Forexample.BankAtlantic’swire roomoperationhadno proceduresto monitorfor suspicioussvire

transferactis’ity. including the abilits’ to monitor svire transfersexecutedby customersover the

Internet. BankAtlant~chadlimited svstem~~ssideability (beyond individual branchemployees)to

mauiton or i denti 11’ structuredcash deposits intendedto avoid scrutiny by law enforcement. A

resnessof cashdeniositsat BankAtlanticbetsscern January2003 andJanuary2095 identi tied more

than$80 million in suspiciousstructuredcashdepositsinto dozensof accounts(structureddeposits

uISlightlv lessthan$ 10.900eachdna designedto aso~dthecashtransactionreportIngreq.orei~iennts

ol~’the BSA,

BankAflantic’s Remedial Actions

36, Throughoutthisins.’estigation.BankAtlantic’s cooperationwith lasyenforcementand

regulatorshas been extraordinary. Immediately upon learning of the criminal investigation.

BankAtlanticdevotedconsiderableresourcesto assistthe government’sinvestigation,terminated

theemploymentof: culpableemployees.including the AccountManager,and identified.reported.

and niltin.iatek. closed accountsused to pnoce.sssuspicioustransactions,including each of the

TargetedAccounts. Bank.Atianticalsotooksignificantstepstocorrecttheidentified‘BSA and.A.M.L

deficiencies.including:

a. Contractednnth ANlL and BSA complianceexpertsti’am a major accountingand

consultingfirm to: (I) assistBankAtlanticin conductinga comprehensiveaudit at’
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BankAtlantic’s BSA and AML programs:(2) conducta “looLback” analysisat’

accountsand transact~ons.including a detailed nevnesv of all private banking

accounts.andto file S.ARswhereappropriate:and(3) makerecommendationsfor

restructuringBankAtlantic’s BSA and AML complianceprograms.including the

developmentof enhancedBSA and,AMI.~policesand procedures.

h. Createda nesv BSA andAML department.currentlystaffedb\’ morethan45 fulL

time employees.svhoareexclusivelyengagedin BSA andAML compliance.

c. Implementedenhancedpersonneltrainingprogramsfor BSAandAML compliance

d. Purchased.developedand implementedadvancedantUmoneylaunderingsystems

andsoftware.

e. Replacedits existing internal BSA and AML audit function svith an independent

BSA andAML auditor that exclusively examines,tests,and reportson BSA and

AML complianceareas.
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1. The Black Market PesoExchange(“BMPE”) is atrade-basedmoneylaundering

systemthroughsvhichColombianmoneybrokersfacilitate anon”regulatedcurrencyexchangeof

United Statesdollars for Colombianpesos. Colombiandrug traffickershold largequantitiesof

United Statesdollars derivedfrom retail drug trafficking in the UnitedStates thattheyneed

to convertinto local currencyfor usein Colombia. At thesametime. Colombian and other

South American businessesoften seekUnited Statesdollars to pay for Umported” goodsor

servicesfrom an unregulatedexchange.so thatthey can avoid governmentscrutiny, import

duties.salestaxes,and incometaxes.red tape.andthe often less-favorableexchangerates

associatedss’nth the formal currencyexchangemechanisms.

2. Fm example.underColombianforeignexchangelaws,a Coiontb~nwwho needsto

purcnnaseU~’~ited’Statescurrencyto pay fon~importsis legaliv requiredto do thns throughthe

“reguiared~’an “formal” currencyexchangemarket. Accordingly.non-financed.UnitedStates

dollar pasmentsfor goods imported into Colombiamustoccurby oneof threemethods: (I)

transactionsthroughColombianfinancial institutionsregulatedby the Banco de Ia Repiliblica: (2)

transactionsthrough formal currencyexchangehouseslicensedby the Superintendencia

Bancaniato engagein internationalcurrencytransfers:or (3) transactionsfrom adollar

denominatedaccountat aforeign bank.calleda“CuentaCornientede Compensación”(current

compensationaccount)thatis registeredin the importer’snamesvith the Bancode Ia Repdbiica.

3. .All~dollar paymentsfor importedgoodsan the .t”arma.i exchangemarketare

supposedto be reportedto the Banco de RepOblicaandthe [)ineccionde impuestos~ Aduanas

Nacionnaie.s(“DIAN”). s.•vfich is the Colombiancustomsandtaxing authority. The legitimacyat’
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all pin mentsfor all import goods is corroboratedthroughformal declarationsthat mustbe filed

ssith the banksandareforwardedto the DIAN In theors’, thesedeclarationsshouldmatch.

do1lar fan dollar the declareds alueof the nrnDortedgoods.as statedon the Colombianctistoms

entrs documentsfor thoseg.oods.sshichare alsoretainedby the D1AN Although Colombians

can legalls purchaseUnitedStatescurrencyon thesocalled “non-regulated.”“t’ree.” on

“parallel” currencyexchangemarketfor suchthings as personaluse.trasci. andminor personal

investments,they cannotusethe parallelexchangemarketto purchaseUnitedStatesdollar

pa~mentsfor importedgoods. Hosseser,manyColombianbusinessesdo not pay for imports

usingthe formal exchangemarketsand,instead,usethe parallelmarketto payfor imports.

4. ‘ihat Colombianbusinessesarerequiredto usethe formal currencyexchange

marketfor import andexportactisitiesis commonknowledgein Colombia. Nonetheless,these

legal requirementsare often circumsentedb\ businessessshich,for the most part. iiitnoduce

goodsinto (‘otonthia lit underreporungthe true s aloeat’ :mportea cadsan hs importing tue

goodsinto (‘olombia ssntnout reportingthem TheseColombianbusinessesusuallshase to pat

for their goadsss :th UnntedStatesdo~1ars.but they obtainsuchdollars on the parallelexchange

market,therebyas’oidingthe reportingrequirementsof the formal exchangemarketand

dhguisingthe evasionof customsduties, salestaxes.and incometaxes. ‘[‘he portion at’ the

parallelexchangemarketthat catersto this is referredto as the “black” currencs exchange

market. The currencytransactionsaredeemed“black” for two reasons.First. theyaredesigned

to promoteanddisguisethesewidespreadsmugglingoperationsandthe relatedtax evasion.

Second.asignificantsourceof”unregulated”dollarsin ColombiaandotherSouthAmenicar

countriesis drug trafticking That dollarpatnients for smuggledgoodsin Colomonaandother
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SouthAmericancountriescan comefrom drug trafficking actis’fts’ is commonknosvledgein

Colombia.as svell as in Latin AmericaandCarnibeancountriesthat exportgoodsto Colombia.

5. Having set forth the reasonssvhy imported goodsand foreign servicesare often

paidfor svith drugproceeds,thenextstepis to explainhosvthosedrug proceedsend up in the

bankaccountsof UnitedStatesexportersandother foreignentitiesthat sell goodsandservicesinn

Colombia. In the typical BMPE currencyexchangetransaction.aBMPE moneybrokermeets

w’ith Colombiandrug traffickers ss’ho hold largeamountsof retail drugproceedsin the form of

Un~tedStatesdollars in the tinnited Statesandotherplaces. Thesedrug proceedsmayhe svaitinng

in stash-housesor basealreadybeenlaunderedinto the United Statesfinancial systemby the

drugtrafficking organizations.The BMPE broker agreesto purchasedrug dollars from the drug

traffickerssyith Colombianpesosat aheavily discountedexchangerate The BMPE brokerthen

finds Colombianor otherSouthAmerican customers.~ usually businessesthat seekUnited States

dollarsto pat’ for importsor otherforeignservices— and sells the Colombianor SouthAmerican

customersthe right to usethe drug dollars. Thebrokernegotiatesa dollar/pesoexchangerate

with hisColombianandSouthAmericancustomersat rateslosver thanthe formal currency

exchangemarketrates.hut higher thanthe brokerpaid for the dollars. The ColombianandSouth

Americancustomersinform the broken ssherethe United Statesdollars purchasedneedto be

delivered. ‘[‘his informationis passedon to a nnone\ launderingorganizationin the UnitedStates

on elsesvherethat executesthe deliverv.

6, In the typical BMPE transactioninvolving drug proceeds.the purchaseddrug

proceedssvill besvine transferredto thebankaccountof a UnitedStatesor foreigncompanythat

soldgoodsor servicesto the broker’sColombianor SouthAmerican customer. Oncethe United
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Statesdollarsare deliveredto their UnitedStatesor foreign destination,the broker giveshis

ColombiananotherSouthAmericancustomersproofthe dollarssveresent(g~.copiesof the

United Statesdollarss’ire transferrequestsor confirmations). TheColombianor otherSouth

Americancustomerspay the brokertheequivalentin Colombianpesosat the previousl\’

negotiatedexchangerate. In turn, the brokertransfersany pesoshereceivesfrom his customers

to the drugtrafficking organizationthatsold him theUnited Statesdollars,andthe brokerretains

the profit he madeon the exchangetransactions.

7. Thus,svithoutusing any formal legal currencyexchangemechanism,drug

traffickers exchangethe drug dollarsthey osvnin the UnitedStatesandeisesvherei’or Colombian

pesosthey can spendin Colombia. On theothersideof the transaction,againwithout usingant

formal i’enai currencsexchangemechanism.Colombianor otherSouthAmer~ca.nbusinesses

c’xcnianna pesosfar UnitedStatesdollar paymentsthat originatein the UnitedStatesto pay for

the purchaseof goodsimportedinto ColombiaanotherSouthAmericancountriesor no pa~for

servicesfrom foneigrcompanies.
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